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In "falie Claims : 

Claims 1-10 (Previously cancelled) - 

11* (Currently amended) An electronic circuit for the 
securing of a cryptography coprocessor comprising; 

a memory module for storing- a message to be processed 
by an encryption or decryption operation and a digital key ; 

a battery of input/output registers connected to the 
memory module by a two-way link for receiving digital key data 
from said memory module comprising the digital key and a 
plurality of scrambling bits interiaixed with the digital key ; 

said battery of input/output registers comprising a 
scrambling register for storing the scrambling bits separate from 
the digital key data; 

an input register for receiving the data clamGntD of 
message to be processed by an oncryption or decryption operation ; 

a key register for receiving the data olciuQnto -- Qg aft 
cncr^^tion or decryption digital key data for use in the 
encryption or decryption operation; 

a multiplexer to carry out a transfer of data between 
the battery of input/output registers and the input register and 
the key register; 

a processing module to perform connected to said 
scrambling register, said input register, and said key register 
for determining the digital key based upon the digital key data 
in said key register and the scrambling bits in said scrambling 
register, and for performing the encryption or decryption 
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operation and for rccci - v - i - i^ on the message to bo prooooacd from 
stored in the input register and for receiving tho-digital key 
from the Jcoy ■ rogistor to proccgo the ing>g - sQgo based thereon ; 

a control module for controlling the memory module^ the 
battery of input/output registers^ the multiplexer and the 
processing module; and 

an output register to transmit the result of the 
encryption or decryption operation to the battery of input/output 
registers through the multiplexerTj^ 

the battery of input/output rogiistara -^ eM^ - mprdsing a 
ccrombling register to rccoivo oorambling - bi - tc foreign to the 
mcGoagc to be procc - goed or to the digita - l- Iccy. 



12 • (Previously added) An electronic circuit according 
to Claim 11 wherein the scrambling bits are foreign to the 
message to be proceased and to the digital key* 

13. (Currently amended) An electronic circuit according 
to Claim 11, further comprising an accessory input register 
connected to the between said processing module and to 
multiplojLor said scrambling register to receive the scrambling 
bits- from the proccsGing module or from the momory module . 

14. (Previously added) An electronic circuit according 
to Claim 13, wherein the accessory input register is the same 
size as the scrambling register. 




15. (Previously added) An electronic circuit according 
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to Claim 11, wherein the scrambling bits are generated randomly . 

16. (Previously added) An electronic circuit according 
to Claim 11, wherein the scrambling bits are sent in groups of 
eight bits* 

17. (Currently amended) An electronic circuit for a 
cryptography coprocessor comprising: 

a plurality of input /output registers having a 
scrambling register for receiving digital key data comprising a 
digital key and a plurality of scrambling bits intermixed with 
the digital key ; 



an input register for receiving message data to be 
processed by the encryption or decryption operation; 

a key register for receiving e- n - e - r - ypt - ion or decryption 

the digital key data for use in the encryption or decryption 

*■ 

operation; 



plurality of input /output registers and the input register and 
the key register; 



input register r_and said key register for performing the 
encryption or decryption operation and f or — rocc - j l ving on the 
message data from in the input register and for rocciving tho koy 
data from tho koy rogiotor based upon the digital key data and 
the scrambling bits ; 

a controller for controlling the plurality of 
input/output registers, the multiplexer and the processor; and 
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an output register to transmit the result of the 
encryption or decryption operation to the plurality of 
input /output registers through the itiultipiexer . 

18- (Currently amended) An electronic circuit according 
to Claim 17 wherein the scrambling bits are foreign to the 
message data and the digital key da%e- 

19. (Currently amended) An electronic circuit according 
to Claim 17, further comprising an accessory input register 
connected t - Q-thQ proccc i aing modules - between said processor and ^ 
the multiplojcor said scrambling register to receive the 
scrambling bits € - roiu the proccaaing - modulQ - 

20. (Previously added) An electronic circuit according 
to Claim 19, wherein the accessory input register is the same 
size as the scrambling register, 

21* (Currently amended) An electronic circuit according 
to Claim 17, further comprising-?— a memory connected to the 
plurality of input/output registers ; and for storing the message 
to be processed and the digital key, 

an CQCQOsory - i r nput rogiotor o& - m=>e<sitod — to- the prooogging 
module and to the multip - lcjrcr for roooiving the scroinbling bits 
■ ^rom - the memory. 

22* (Currently amended) An electronic circuit according 
to Claim ^ 19_, wherein the accessory input register is the same 
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size as the scrambling register- 

23. (Previously added) An electronic circuit according 
to Claim 17, wherein the scrambling bits are generated randomly. 

24. (Previously added} An • electronic circuit according 
to Claim 11, wherein the scrambling bits are sent in groups of 
eight bits, 

25. (Currently amended) A method for securing a 
cryptography coprocessor comprising the -a . fe . (Sfia - of - : 

transmitting data by a two-way link, from a memory 
module to a battery of input/output registers , the battery of 
input/output registers comprising a scrambling register ; 

transmitting data corresponding to a message to be 
processed by an encryption or decryption operation, through a 
multiplexer, from the battery of input/output registers to an 
input register; and 

transmitting digital key data corrcGponding to Qn 
encryption— Q - r - dccr^ T ptior i digital Jcoy for the encryption or 
decryption operation comprising a digital key and a plurality of 
scrambling bits intermixed with the digital key , through the 
multiplexer, from. the battery of input/output registers to a key 
regis ter- ^^ and transmit t - ii»g - storing the scrambling bits, which 
are foreign to the message to be processed / - w - i - th and the digital 
key, to a in the scrambling register of the battery of 
input/output registers— f - r - om - the memory module or thc-proconoing 
modu - J r e ; eft4 
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using a processing module to determine the dicfital key 
based upon the digital key data stored in the keyregister and 
the scrambling bits stored in the scrambling register; and 

proocaDing perforiaing the encryption or description 
operation on the message to be processed stored in the input 
register with e the processing module based upon the determined 
digital key ^ " (^Qed r ving the data from t - hc input rogiatcr^ rocciving 
■ fej^HS — data from the key rcgis - t - e ^^ and outputting data corrcspond - i - rbg - 
■ t - o the processed meg - & a ^ the result of the encryption or 
\ decryption operation to an output register- 

Claim 26 (canceled) . 

27- (Currently amended) A method according to Claim 25^ 
wherein the scrambling bits are trancmittod randomly intermixed 
with the digital key . 

28. (Currently amended) A method according to. Claim 25, 
wherein the scrambling bits are transmitted to the scrambling 
register whenever -a digital key data is input into the battery of 
input /output registers - 

29- (Previously added) A method according to Claim 25, 
wherein the scrambling bits comprise groups of eight bits, 

30. (Currently amended) A method for operating a 
cryptography coprocessor comprising the atopo of : 

transmitting data to a plurality of input /output 
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registers , the plurality of input/output registers comprising a 
scrambling register ; 

transmitting message data to be processed by an 
encryption or decryption operation,, through a multiplexer, from 
the plurality of input/output registers to an input register; and 

transmitting digital key data for the encryption or 
decryption operation comprising a digital key and a plurality of 
scrambling bits intermixed with the digital key , through the 
multiplexer, from the plurality of input/output registers to a 
key register- ^/ and transmit - t - i - ^^ storing the scrambling bits to a 
in the scrambling register of the plurality of input/output 
registers; and 

processing the message data with a processor receiving 
the data from the input regis ter, receiving the digital key data 
from the key register, and the scrambling bits from the 
scrambling register, and outputting the corresponding message 
data to an output register. 

Claim 31 (canceled) . 

32- (Currently amended) A method according to Claim 30, 
wherein the scrambling bits are transmittod intermixed with the 
digital key randomly. 

33. (Currently amended) A method according to Claim 30, 
wherein the scrambling bits are transmitted to the scrambling 
register whenever digital key data is input into the plurality of 
input/output registers - 
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34. (Previously added) A method according to Claim 30, 
wherein the scrambling bits coinprise groups of eight bits. 
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